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Since there are provisions of many attributes that are not possible or difficult 
to follow by networks conventionally, mobile ad-hoc networks are extensively 
deployed. This application starts through the defense sectors, the sensory node 
presents in the hostile territories down to the gadgets for congestion 
communication in traffic by general transportation when travelling for 





adequate provision of infrastructure during disaster recovery. As a lot of 
importance related to (mobile ad hoc network) MANET application, one 
important factor in ad-hoc networks is security. Using image processing for 
securing MANET is the area of focus of this research. Therefore, in this article, 
the security threats are assessed and representative proposals are summarized 
in ad-hoc network’s context. The study reviewed the current situation of 
the art for original to security provision called mobile ad hoc network for 
wireless networking. The threats to security are recognized while the present 
solution is observed. The study additionally summarized education erudite, 
talks on general issues and future instructions are recognized. Also, in this 
study, the forecast weighted clustering algorithm (FWCA) is employed as 
a cluster head over weighted clustering algorithm (WCA) is examined as 
quality in cluster-based routing, service is highly significant with MANET. 
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1. INTRODUCTION 

The The application of computer algorithm to carry out processing of image on digital images is called 
digital image processing (DIP) [1]. There are many advantages related to DIP as a field of digital dispensation 
or sub-category or analog image processing in excess. An effective deal is provided in broader algorithm range 
to be practiced to enter data with easy prevention of “evils” like: signal distortion and build-up noise. DIP may 
be developed in the form of multi-dimensional system since definitions of images are over two-dimensions or 
more. Images are classified based on their source such as x-ray and visual. The electromagnetic energy range 
is the principal source of energy for images; while other sources of energy are: electronic; ultrasonic and 
acoustic. The digital image is mapped and sampled as a picture elements or pixels or a grid of dots. Those 
digital images are electronically taken snapshots from scene or scanned documents like manuscripts, printed 
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works, photographs and artworks. While the computer generates the visualization, the synthetic images are 
used for modelling [2]. 

A total value such as white, black, shades of colour or grey that are assigned to each pixel is 
represented in binary codes as ones and zeros. A computer is used to store the bits or binary digit for each pixel 
in a sequence and it is usually called “compressed” as it is being represented mathematically. The computer 
read and then interpreted the bits to generate an account of analog to display [3]. The basic steps during 
the processing of digital image are: image acquisition, image enhancement, image restoration, colour image 
processing, processing of multi-resolution and wavelets, segmentation, description, recognition and 
representation of object and morphological processing. Analysis and processing of digital image are applied in 
industrial and educational application and in a wide range of artistic [4]. Processing and analysis of soft image 
is generally presented in all main platforms of computers. Environmental science, art, medicine and 
biotechnology all use image processing. 

Therefore, this study proposed a novel method through which security can be provided in all phases. 
A trust based multipath routing protocol is used in order to enhance security in the routing phase. As intruders 
can monitor and intercept the password, thus, the authentication key transfer in MANET networks via nameless 
midway nodes is not suitable to be used. It is imperative to use a strong secure method of key transfer that 
hides data of verification keys. Therefore, in this article, the threats to security assess are assessed and 
representative proposals are summarized in ad-hoc network’s context. The study reviewed the current situation 
of the art for original to security provision called mobile ad hoc network for wireless networking. 


2. LITERATURE REVIEW 
2.1. Image processing 

In a broadest term, an image processing is an umbrella term used for analysing and representing data 
in visual form [5]. It is regarded as the manipulation of numeric data present in a digital image in an attempt to 
enhance its visual appearance. Satellite photographs can be calibrated, medical images can be clarified and 
faded pictures can be enhanced through image processing. Numeric information can also be translated into 
visual images by image processing that can be edited, animated, filtered and enhanced in order to show 
the association previously not apparent [6]. Analysis of image involves collection of data from digital images 
in form of measurements that can be transformed and analysed. An accurate digital substitute for callipers and 
rulers is provided by the image analysis. 

Images are classified in accordance with their source e.g. X-ray, visual and so on. The electromagnetic 
energy spectrum is the principal energy source for images. The ultrasonic, electronic and the acoustic are other 
sources of energy. While the visualization is generated by the computer, the synthetic images are used for 
modelling. Digital images are electronic snapshots taken from a scanned or scene of documents such as 
artwork, printed text, manuscripts and photographs [7]. The digital image is mapped and sampled as a grid of 
pixels, picture elements and dots. A tonal value is attached to each pixel i.e. white, black, shades of grey or 
color which is represented in binary code as zeros and ones. The binary digits or bits for each pixel are stored 
in a sequence by a computer and often minimized to a mathematical representation called compressed. The bits 
are then read and interpreted by the computer to produce an analog version for display or printing. In digital 
image processing, the fundamental steps include [8]: 

— Acquisition of image 

— Enhancement of image 

— Restoration of image 

— Processing of colour image 

— Wavelets and multi-resolution processing 
— Compression 

— Morphological processing 

— Segmentation 

— Description and representation 


2.2. Mobile Ad-Hoc networks 

Cloud services can be accessed either by wired network or wireless [9, 10] however MANET is 
a wireless network where every device communicate wirelessly [11, 12]. A mobile ad-hoc network (MANET) 
is often distinguished as networks with many free and independent nodes, with mobile device composition and 
other related pieces of mobile, which place themselves in different categories of setups and the capacity of type 
of network, is still under research. MANET is becoming popular more due to its ease of deployment, flexibility 
and low cost. Meanwhile to the network must follow a protocol of sophisticated routing in order to achieve 
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these benefits. The protocols that were early proposed are not designed to operate when the attackers are 
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present. Thus, this led to some major challenges in MANETs as explained in the Table 1 [13-20]. 


Table 1. Large-scale of challenges in MANETs 





Challenges 


Clarification 





Independence 


In managing different actions of nodes of mobile, there is no centralized management 
entity available 
In a random manner, nodes can be connected and mobile dynamically. The connection 


2 Dynamic topology of the networks is in variation timely and is in proximities to each other in additional 
nodes accordingly. 
Identification of node relevancies in terms of moves and giving information on the need 
3 Device Detection for existence of dynamic update lessen the difficulties in automatic selection of optimal 
route. 
Bandwidth A : ; 3 : 
4 panies In terms of capacity, the wired links are greater than the wireless links. 
optimization 
Susceptibility of the mobile link to both internal and external intrusion as render of 
5 Security mobility of node. A big challenge in MANET can be any node that can enter and leave 
freely the network and give security communication. 
: One of the major threats among the MANET’s nodes is the information updates of 
6 Topology Maintenance eae 
dynamic links. 
; : The fact that there is dynamism in the infrastructure of MANET is the motive behind 
7 Network Configuration f ; ; : : 
the connection and disconnection of the variable links. 
8 Limited Resources As power and storage capacity are strictly partial, mobile nodes has a reliance on battery 
power — a very scarce resource. 
a, This is whether the network is able to make a provision in the presence of large numbers 
9 Scalability $ 
of nodes on an acceptable level of service. 
Loa an n Mobility means high risk in security such as shared accessible wireless medium or peer 
Limitation in physical : 5 a 
10 ; to peer network agriculture to both malicious attackers and legitimate network users. 
security ; é ` i : i 
There should be consideration for spoofing, service attack denial and eaves dropping 
11 Infrastructure-less and Manet is required by self-healing function in order to integrate into blanket of moving 
self-operation nodes out of range. 
12 Poor Transmission of This is a wireless communication related problem as a result of many inherent source 
Quality of error that lead to degradation of received signal 
13 Ad Hoc Addressing Problems related to implementation of standard addressing scheme 





Assurance of MANET networks is the major challenge due to its susceptibility to attacks in a mobile 
link while the mobility of the nodes renders the network to possessing a highly dynamic topology. External 
and internal are the two categories of attacks against routing protocols. The internal attack is a result of 
a misconfigured, malicious router, faulty and compromised inside a network domain. A temporary network is 
formed by a collection of wireless mobile hosts which forms finally the network in ad-hoc without the need to 
include a stand alone infrastructure or centralized administration [6]. Self organization and 
self- configuring are the characteristics of the mobile multi-hop ad- hoc network where network structure is 
subjected to dynamic changes as a result of node mobility. 

In these nodes, channels of random access are utilized by the nodes and thus be incorporated to 
participate friendly in the multi- hop forwarding. Working as hosts and routers is what nodes of the network 
do and thus transmitting data to or from other nodes in the network. Forwarding the packets in an appropriate 
way between the destination and from the source of mobile ad- hoc network requires locating a path by 
a routine procedure when infrastructure support is missing as seen in the case of wireless network or when 
destination mode is out of the range of a source node transmitting packet. The nodes in these networks 
use wireless channel of random access, manifesting it in a good manner to put themselves in multi hop 
forwarding as shown in Figure 1. The nodes of networks can be the hosts and the routers data to or from other 
nodes in network. 

Base station can reach all the mobile nodes within a cell with no routing using broadcast in a common 
wireless network. Taking ad hoc networks as example, data can be forwarded by each node to others. 
By the way, more challenges will be faced regarding dynamics topology which is known as unpredictable 
changes in connectivity. In the current work a novel method have been applied to achieve security in both 
phases. First to enhance security in the routing phase by use a trust based multipath routings. Secondly, discover 
a secured trustworthy path from a source to a destination with minimal overhead. In previous studies Multiple 
node disjoint paths are discovered to enhance the security of the data delivery phase. Furthermore, misbehaving 
nodes are detected and exempted from such paths using the trust value of the nodes It’s well known that Sending 
confidential data on one path helps attackers to get the whole data easily, whereas sending it in parts on different 
disjointed paths increases the confidentiality robustness, as it is almost impossible to obtain all 
the parts of a message fragmented and sent on multiple paths existing between the source and the destination. 
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Figure 1. Network of a general ad-hoc in-action condition 


2.3. System in existence 

MANET has been made a popular topic of research with the growth of laptop system and Wi-Fi 
networking since the mid-1990s. Evaluations of different security measures are done by majority of academic 
papers for providing security against threat to MANET; most protocols are designed to provide 
security [21, 22]. Their capabilities are usually connected with all nodes within a few hops of one another 
assuming there are varying degrees of mobility within bounded space. Then, there is evaluation of different 
protocols according to the measure such as the pocket drop ate, the end-to-end delays, the overhead introduced 
by routing protocol and network throughput [23-24]. 

In order to make password memorable and more secure, graphical passwords are introduced. By using 
graphical password, rather than typing alphanumeric characters, the users click on the images. The Pass Points 
are new graphical password system and more secure [25]. By digital watermark, authentication of image can 
be done [26]. A watermark can be used as a secret image or code encoded into an original image that its function 
is to identify both content and image owner. One of the forms of image authentication is 
the perpetually use of invisible watermarks. The algorithm of watermark is divided into three categories: 
marking algorithm; verification algorithm; and watermark. 

The security of the system is improved by the approach of Déja vu that depends not on recall-based 
authentication but on recognition-based. Through the ability to recognize previously seen images, the Déja vu 
authenticates a user [2]. Using image processing and visual cryptography in Secure Authentication is an 
algorithm based on image processing and visual cryptography. This applies a way of customer signature 
processing and incorporating it into shares subsequently. The bank chose a scheme that determines the total 
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number of shares to be produced. Thus, during the creation of two shares, while one is kept by the customer, 
the other is stored in the bank of database. During all the deals of the customer, the share is presented. To get 
the original signature, the first share is stacked by this share. Therefore, decision is taken using correlation 
method whether rejection or acceptance of the customer and output authentication. 


3. THE PROPOSED SYSTEM: SECURITY USING IMAGE PROCESSING FOR MANET 
In Anytime there is entrance for a user into the mobile ad-hoc network in the nearest future, an image 
taken from a user is divided into two: the grey image of the original image of the user will be the first one and 
the file with image’s colour pixel value is the other one. The part of the key shall comprise both 
the image and the file. There is encryption of the file and grey image with the aid of two keys of various types. 
The smallest size of the key in amount will have 128 bits. Then, the encrypted files will be joined and separated 
into smaller packets while with the aid from another key, each packet will be encrypted. Before 
the image processing, there are two layers of security from this way. Each packet passes via the network. After 
receiving packet at the side of handset with the support of first private, there will be separation of encrypted 
file for color pixel and. grey image values. After that, there will be decryption with the help of both files and 
this will join together to form the image. Small packet size for transmission must always be fixed from this 
proposed system to manage a better performance and the receiver side buffer space should be extended to avoid 
congestion. This complete image processing is supported under User Datagram Protocol (UDP) which has 
higher speed. Nodes When the network is being entered by the user and ready to transfer the secure data with 
other nodes in MANET: 
— At first, the user captures or selects the input image and then selects the key meant for transmission. 
— The user divides the key into two-half. 
— The input colour image is divided by the user into: grey images with 256 grey levels and other with 
the text files are made up of components of RGB of the colour image. 
— Addition of the divided key into grey and text image respectively. 
— Then, the encryption of the grey and text image by applying one-time hash algorithm of cryptography. 
— Followed by a separate transmission of grey image and text file into the network. This implies if an intruder 
gets a file, it would be hard to get a key due to the absence of the FULL key. 
— After a separate decryption of the GREY image, by the combination RGB image TEXT files and the grey, 
the original image is constructed back. 
— Lastly, there is combination of keys in order to have a secure key. 


4. RESULTS OF THE EXPERIMENT 

The process of taking the head of weighted clustering algorithm is accomplished by 
the instantaneous value of weight [24]. The reason why no eligible node can send its weight value because of 
the possibility of high traffic, although some nodes are able is to be a cluster head. This leads to 
the conclusion that the wrong selection of a cluster head can be taken place [25-27]. Accordingly, a solution 
for such an issue can be provided; it is FWCA (Forecast Weight Cluster Algorithm) this alternative takes 
the old value on a different side from the current value of the node. The result here leads to an appropriate head 
of a cluster. In order to calculate the forecast weight, a mode of computation is employed. This mode is called 
EMA: exponential moving average. This is useful in that it does not require the former values of 
forecast. [20, 28-30]. Forecasted weight (FW) is defined as: 


FW = aWeurrent + (1 — a)FWprevious (1) 


a is a smoothing factor; a tunable parameter between zero and one. WCA can be used to calculate the weight 
of each node as: 


Wi = wldi + w2Di + w3Si + w4Pi (2) 


where: 

d = degree of difference in each node 

D = Sum of distance with all neighbours 
S = the node’s speed 

P = Battery consumed by the battery 

wl +w2 + w3 +w4= 1. 
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The forecast weight (FW) is calculated in our proposed FWCA as: 
FWi(t +1) = ayia —- a) k ewi(e —k)+ (1 — a)tWi (3) 


FWi (t+1) = Forecast value for period t + 1 at time, t. 
Wi = the actual value at period, t. 
FWi (t-k) = Forecast value for period t at time, t — 1 
In Figure 2, there are several clusters, s1, s2, s3 respectively at the server nodes of cluster 1, cluster 2 
and cluster 3. The forecast weight is calculated with these nodes using weight value of nodes and the game 
theory approach is used to decide the cluster head to avoid confliction of having similar weights. 
wl+w2+w3+w4=1 


wl =0.7 
wl =0.2 
w1=0.06. 


Using the following formula, Tables 2, 3 and 4 [30] present the weight values of nodes for each cluster to 
calculate the weight: 


Wi = w1di + w2Di + w3Si + w4Pi (4) 
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Figure 2. Structure of cluster submission 


The parameters to calculate weight value was assumed here that as follows: 
Mobility of nodes (10km/hr to 30 km/hr) 
Distance between nodes (0.1km to 0.9km) 
Battery power consumed using the formula to calculate the weight (20 Ampere-hour to 70 Ampere-hour) 


Table 2. Cluster no. 1 of nodes 
Node ID Weigh Value 
1 W1=0.7 * 6 + 0.2 * 1.2 + 0.06 * 10 + 0.04 * 30 = 6.24 
W2 = 0.7 * 4 + 0.2 * 0.35 + 0.06 * 20 + 0.04 * 70 = 6.87 
W3 = 0.7 + 4 + 0.2 * 0.4 + 0.06 * 25 + 0.04 * 60 = 6.78 
W4 = 0.7 * 3 + 0.2 * 0.1 + 0.06 * 23.6 + 0.04 * 50 = 6.24 
W5 = 0.7 * 5 + 0.2 * 0.35 + 0.06 * 15 + 0.04 * 70 = 7.27 
W6 = 0.7 * 3 + 0.2 * 0.5 + 0.06 * 20 + 0.04 * 70 = 6.50 
W7 = 0.7 * 44 0.2 * 0.45 + 0.06 * 26 + 0.04 * 60 = 6.85 
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Table 3. Cluster no. 2 of nodes 








Node ID Weight Value 
14 W14=0.7 * 4 + 0.2 * 0.6 + 0.06 * 15 + 0.04 * 30 = 5.02 
6 W6 = 0.7 * 3 + 0.2 * 0.5 + 0.06 * 20 + 0.04 * 70 = 6.50 
17 W17=0.7 * 3 + 0.2 * 0.9 + 0.06 * 25 + 0.04 * 50 = 7.4 
18 W18 = 0.7 * 4+ 0.2 * 0.57 + 0.06 * 20 + 0.04 * 40 = 5.74 
19 W19 = 0.7 * 3 + 0.2 + 0.5 + 0.06 * 18 + 0.04 * 60 = 5.02 





Table 4. Cluster no. 3 of nodes 








Node ID Weight Value 
9 Wo = 0.7 * 4 + 0.2 * 0.8 + 0.06 * 10 + 0.04 * 20 = 4.36 
3 W; = 0.7 * 4 + 0.2 * 0.4 + 0.06 * 25 + 0.04 * 60 = 6.78 
10 Wio = 0.7 * 3 + 0.2 * 0.9 + 0.06 * 25 + 0.04 * 60= 6.18 
13 Wis = 0.7 * 2+ 0.2 * 0.7 + 0.06 * 30 + 0.04 * 65 = 5.94 
15 Wis = 0.7 * 3 + 0.2 * 0.8 + 0.06 * 26 + 0.04 * 60 = 6.22 





5. CONCLUSION 

For security of networks in MANET, secure key transfer is important. It is difficult to know 
the dependable nodes in MANET network without the idealistic concept of the intermediate node identity in 
operation. Ad hoc network is a type of networks that do not relay on any infrastructure during establishment. 
Where intruders can monitor and intercept the password, authentication key transfer in MANET networks via 
nameless midway nodes is not suitable to be used. It is imperative to use a strong secure method of key transfer 
that hides data of verification keys. Thus, this proposed system is suitable where key is hidden in 
the image from the system that is different from others in order to secure key transfer in MANET networks. 
The image then splits into two parts while the parts are therefore encrypted for double level of security. Ability 
to develop a doubled level of security of key transfer in the networks of MANET with encrypted secure key 
transfer is the primary advantage of the future approach. A cluster head is responsible for routing process in 
cluster-based routing protocol and information like cluster links and membership are maintained by this cluster 
head in accordance to which what it is possible to dynamically discover the inter-cluster routes. Thus, 
A forecasted weighted clustering algorithm is proposed in this study where more eligible and proper nodes are 
selected as cluster head as well as introducing server node to reduce per node calculation overhead. 


Abbreviations and Acronyms 








ID Abbreviations 

1 MANET Mobile ad hoc network 

2 FWCA Forecast Weighted Clustering Algorithm 
3 WCA Weighted Clustering Algorithm 

4 DIP Digital Image Processing 

5 UDP User Datagram Protocol 

6 EMA Exponential Moving Average 

7 FW Forecasted Weight 
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